Opening XNS API Sample Subscriber Ports

When using the XNS APl samples, your firewall may block results being sent from the XNS server to the
subscribers in the sample. The subscribers sample uses port 8555 while the monitor for result sample
uses port 8556. In the case that your firewall is blocking the results, you will have to open these ports on
your computer so the server can send results to the XNS APl samples program.

The following instructions show how to add a rule in the Windows Defender Firewall allowing the server
to communicate with the XNS API Samples application. If you are using another firewall, you will
similarly have to permit the server to communicate over ports 8555 and 8556 to your computer.

1. Go to the Windows Defender Firewall in the Control Panel.

This can be done by opening the control panel and selecting “System and Security” > “Windows
Defender Firewall” or just selecting “Windows Defender Firewall” depending on your control panel
layout.
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2. Inthe Windows Defender Firewall, select “Advanced Settings”
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3. Inthe Advanced Settings, select “Inbound Rules” and click “New Rule...’
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4. Inthe Rule Type step, select “Custom” rule and click “Next”.

* New Inbound Rule Wizard X

Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type What type of rule would you like to create?

@ Program

@ Protocol and Ports O Program

@ Scope Rule that controls connections for a program.

@ Action O Port

@ Profile Rule that controls connections for a TCP or UDP port.
@ Name (O Predefined:

@FirewallAP1 dll -80200
Rule that controls connections for a Windows experience.

(® Custom
Custom rule.

< Back Cancel




5. Inthe Program step, leave the Program selection as “All programs”. Alternatively, you could select
just the XNS API Samples executable under “This program path”. Click “Next”.

* New Inbound Rule Wizard X

Program
Specify the full program path and executable name of the program that this rule matches.

Steps:

Rule Type Does this rule apply to all programs or a specific program?

Program

Protocol and Ports ® All programs
Rule applies to all connections on the computer that match other rule properties.

Action
O This program path:

2

]

]

@ Scope
-2

@ Profile
]

Name Example: c:\path\program exe

%ProgramFiles%\browser\browser.exe

Services Customize...
Specify which services this rule applies to.
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6. Inthe Protocol and Ports step, select “TCP” for the “Protocol type”. Select “Specific Ports” for the
“Local Port” and enter “8555,8556” for the ports. Click “Next”.

0 New Inbound Rule Wizard
Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

‘.::Ie Type To which ports and protocols does this rule apply?

@ Program

@ Protocol and Ports Protocol type: Q D
@ Scope Protocol number: ' e

@ Action

@ Profile Local port:

@ Name

Remote port: »N Ports v:
Example: 80, 443, 5000-5010

Intemet Control Message Protocol Customize
(ICMP) settings:
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7. Inthe Scope step, select “These IP addresses:” for “Which remote IP address does this rule apply
to?” and click “Add...”

‘ New Inbound Rule Wizard

Scope
Specify the local and remote |P addresses to which this rule applies.

Steps:
@ Rule Type
@ Program Which local IP addresses does this rule apply to?
@ Protocol and Ports (® Any IP address
@ Scope (O These IP addresses:
@ Action Add
@ Profile =

Edit
@ Name

Remove
Customize the interface types to which this rule applies: ’ Customize... '

Which remote IP addresses does this rule apply to?

O%
(® These IP addresses:
=D

Edit

Remove
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8. Inthe IP Address dialog, select “This IP address or subnet”. You can either enter the exact IP address
of your XNS server or just specify the subnet of the XNS server (useful if you want to use the XNS API
samples with multiple servers on the same subnet). In the example, our XNS has an IP address of
192.168.12.126. However, we have multiple XNS servers all on the 192.168.12.0/24 subnet so we
choose to specify the subnet. Click “OK”.
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(O This IP address range:
From:
To:

(O Predefined set of computers:

Default gateway

[ ok ][ cance

Or

IP Address X

Specify the IP addresses to match:

(® This IP address or subnet:
192.168.12.0/24|

192.168.1.0/24
2002:9d3b:1a31:4:208:74ff fe 39:6c43
2002:9d3b:1a31:4:208:74ff fe39:0/112
(O This IP address range:
From:
To:
(O Predefined set of computers:

Default gateway

[k ][ cance




9. The IP address or subnet you entered should now be listed. Click “Next”.

* New Inbound Rule Wizard X

Scope
Specify the local and remote IP addresses to which this rule applies.

Steps:

@ Rule Type
@ Program Which local IP addresses does this rule apply to?
@ Protocol and Ports ® Any IP address

@ Scope (O These IP addresses:
o

o

")

Action
Profile EAs

Name

Customize the interface types to which this rule applies: Customize...

Which remote IP addresses does this rule apply to?
(O Any IP address

® :
192.168.12.0/24 , | Add... I
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10. In the Action step, leave the action selection as “Allow the connection”. Click “Next”.

* New Inbound Rule Wizard X

Action
Specify the action to be taken when a connection matches the conditions specffied in the rule.

Steps:

@ Rule Type What action should be taken when a connection matches the specified conditions?
@ Program
(® Allow the connection

@ Frofocu sd Fots This includes connections that are protected with IPsec as well as those are not.
@ Scope

() Allow the connection if it is secure

)
)
]

il This includes only connections that have been authenticated by using IPsec. Connections
Profile will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

Name

(O Block the connection
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11. In the Profile selection, leave “Domain”, “Private”, and “Public” selected. Alternatively, select only
the type of network profile you are on. Click “Next”.

* New Inbound Rule Wizard X

Profile
Specify the profiles for which this rule applies.

Steps:
@ Rule Type When does this rule apply?
@ Program
@ Protocol and Ports M Domain
@ Scope Applies when a computer is connected to its corporate domain.
@ Action [ Private
Applies when a computer is connected to a private network location, such as a home
@ Profile
or work place.
@ Name ] Public

Applies when a computer is connected to a public network location.
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12. Add a name and optional description for the rule. Click “Finish”.

* New Inbound Rule Wizard X

Name
Specify the name and description of this rule.

Steps:
Rule Type
Program

Protocol and Ports
Name:
|XNS API Samples Subscribers

Action
Profile Description (optional):

Allow the XNS API Sample subscribers to receive results from the XNS server)

]

]

]

@ Scope
]

]

]

Name
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